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A. PURPOSE
The purpose of this policy is to state the codes of practice with which the University aligns its
information technology security program and to establish that the University aligns its security
activities with internationally recognized best practices.

B. AUTHORITY

Code of Virginia Section 23.1-1301, as amended, grants authority to the Board of Visitors to make
rules and policies concerning se records.

Gramme-Leach-Bliley Act (GLBA) - A Federal law enacted to control how financial institutions deal
with the private information of individuals.
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http://law.lis.virginia.gov/vacode/title23.1/chapter13/section23.1-1301/
http://www.odu.edu/content/odu/about/bov/bov-manual/bylaws.html
http://law.lis.virginia.gov/vacode/title23.1/chapter10/
http://law.lis.virginia.gov/vacode/title23.1/chapter10/
https://www.iso.org/standard/54533.html
http://www.educause.edu/
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.ftc.gov/privacy/glbact/glbsub1.htm

Health Insurance Portability and Accountability Act (HIPAA) — A Federal law enacted to set
national standards for the security of electronic-protected health information.

Information Security - The concepts, techniques, technical measures, and administrative
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http://www.hhs.gov/ocr/privacy/
http://www.iec.ch/
http://www.iso.org/iso/home.html
https://www.pcisecuritystandards.org/
http://vascan.org/
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http://www.odu.edu/about/policiesandprocedures/computing
http://www.lva.virginia.gov/agencies/records/sched_state/index.htm
http://www.lva.virginia.gov/agencies/records/sched_state/index.htm
http://www.odu.edu/content/odu/about/policiesandprocedures/university/4000/4100.html
http://www.odu.edu/content/odu/about/policiesandprocedures/university/4000/4100.html
http://www.odu.edu/about/policiesandprocedures/computing/standards/01/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/03
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/03
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/04
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/04
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/05
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/06
http://www.odu.edu/about/policiesandprocedures/computing/standards/02/11
http://www.odu.edu/about/policiesandprocedures/computing/standards/04/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/04/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/05/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/05/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/05/04
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/03
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/03
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/04
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/04
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/05
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/06
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/08
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/08
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/09
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/09
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/11
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/11
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/12
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/13
http://www.odu.edu/about/policiesandprocedures/computing/standards/07/01

Information Technology Standard 07.2.0 - Business Continuity and Disaster Recovery Plan
Standard

Information Technology Standard 08.1.0 - Risk Assessment Standard

Information Technology Standard 08.2.0 — IT Security Program Review

Information Technology Standard 09.1.0 - Acceptable Use Standard

Information Technology Standard 09.3.0 — Audit Standard
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http://www.odu.edu/about/policiesandprocedures/computing/standards/07/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/07/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/08/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/08/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/09/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/09/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/09/03
http://www.odu.edu/about/policiesandprocedures/computing/standards/09/03
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